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A pattern of behavior 
directed at a specific 
person that would cause a 
reasonable person to feel

ŦƻǊ ǘƘŜ ǇŜǊǎƻƴΩǎ 
safety or the safety of others; or 

suffer substantial emotional 
distress.





Technology does not cause stalking.

Stalkers cause stalking.











Possibility of Escalation

άΧǘƘŜ ǾƛŎǘƛƳΩǎ ŀǘǘŜƳǇǘǎ ǘƻ 
distancethemselves from 
their stalker actually 
frustrate or anger the 
stalker, leading to an 
increase in the physical 
threat ǘƻ ǘƘŜƛǊ ƭƛǾŜǎΦέ
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Phone Calls





Text Screenshots

* Overlap screenshots

* Capture time and date

* Take a picture of the contact info

* Consider apps like Tailor or 
StitchIt



Unidentified Caller



*67 Calls: TrapCall (trapcall.com)





TrapCallLimitations

* ONLY works for *67

* Offenders may have unregistered phone or use 
google voice or other apps

* Is there context in the calls that points to the 
offender

*/ƘŀƴƎƛƴƎ ǇƘƻƴŜ ƴǳƳōŜǊǎ ƛǎƴΩǘ ŀƭǿŀȅǎ ŀ ƎƻƻŘ 
solution



Spoofing





Spoofing





Spoofing: What You May Hear

*άbǳƳōŜǊǎ L ŘƻƴΩǘ ǊŜŎƻƎƴƛȊŜ Ŏŀƭƭ ŀƴŘ ƘŀǊŀǎǎ ƳŜέ

*άL ƪŜŜǇ ƎŜǘǘƛƴƎ ƘŀƴƎ-ǳǇ Ŏŀƭƭǎ ŦǊƻƳ ǊŀƴŘƻƳ ƴǳƳōŜǊǎέ

*άLǘ ǎƘƻǿǎ ǳǇ ŀǎ Ƴȅ ƳƻƳΣ ōǳǘ ƛǘ ƛǎ ǘƘŜ ƻŦŦŜƴŘŜǊ 
ŎŀƭƭƛƴƎέ

*άL ƪƴƻǿ ƛǘΩǎ ǘƘŜ ƻŦŦŜƴŘŜǊ ŜǾŜƴ ƛŦ ƛǘ ŘƻŜǎƴΩǘ ǎƻǳƴŘ ƭƛƪŜ 
ƘƛƳκƘŜǊέ

*άL ōƭƻŎƪŜŘ ǘƘŜ ƻŦŦŜƴŘŜǊ ōǳǘ ƘŜκǎƘŜ Ƨǳǎǘ ƪŜŜǇǎ 
ŎƘŀƴƎƛƴƎ ǘƘŜƛǊ ƴǳƳōŜǊέ

*άaȅ ŦǊƛŜƴŘǎ ŀǊŜ ǎŀȅƛƴƎ L ŎŀƭƭŜŘ ǘƘŜƳΣ ōǳǘ L ŘƛŘƴΩǘΗέ



Evidence with a SpoofCard

*tƘƻƴŜ ǊŜŎƻǊŘǎ ŦǊƻƳΥ ǾƛŎǘƛƳΣ άŦǊƛŜƴŘέΣ ŀƴŘ ǎǳǎǇŜŎǘ

*±ƛŎǘƛƳΩǎ ǊŜŎƻǊŘǎ ǎƘƻǿ άŦǊƛŜƴŘέ ŎŀƭƭŜŘ

*CǊƛŜƴŘΩǎ ǊŜŎƻǊŘǎ ǎƘƻǿ ƴƻ Ŏŀƭƭ

*{ǳǎǇŜŎǘΩǎ ǊŜŎƻǊŘǎ ǎƘƻǿ ŀ Ŏŀƭƭ ǘƻ {ǇƻƻŦ/ŀǊŘ
* Call the number and record

* Financial records of suspect



Location Tracking







Air Tags

(note: time before notification reduced from 3 days to a few hours since this video was 
released)







Evidence with AirTags

* Serial number is unique to each AirTag

* Serial number is on physical device, but will not 
show up on phone

* Contact lawenforcement@apple.comto check 
device registration

* Check financial records of suspect

* Contextual evidence

mailto:lawenforcement@apple.com


Child Trackers









SnapMap



SnapChatGhost Mode

Ghost Mode allows you to turn your 
location on and off on the Map 

* Only Me (no one sees you)

* Select Friends (you choose who 
sees you) 

* My Friends (all your friends can 
see you)



GPS Documentation & Evidence

Computer

ωTracking 
software

ωTracking 
websites

Phone

ωApps

ωWebsites

ωCall-in 
numbers

ωTexts

Financial Data

ωEquipment 
purchase

ωReal time 
tracking 
service 
charge



Google/Apple Data















Stalkerware







In-Person Training

Webinars

Online Resources

Individual & Organizational Assistance

Policy / Protocol Development & Consultation

National Stalking Awareness Month Materials
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What You May Hear

*άIŜκ{ƘŜ ƘŀŎƪŜŘ Ƴȅ ǇƘƻƴŜέ

*ά¢ƘŜȅΩǊŜ ǊŜŀŘƛƴƎ Ƴȅ ǘŜȄǘǎέ

*ά¢ƘŜȅ ŀǊŜ ƭƛǎǘŜƴƛƴƎ ǘƻ Ƴȅ Ŏŀƭƭǎέ

*ά¢ƘŜȅ ƘŀŎƪŜŘ Ƴȅ ŜƳŀƛƭǎέ

*ά¢ƘŜȅ ƪŜŜǇ ǎƘƻǿƛƴƎ ǳǇ ǿƘŜǊŜ LΩƳ ŀǘέ

*ά¢ƘŜȅ ƘŀŎƪŜŘ Ƴȅ CŀŎŜōƻƻƪκLƴǎǘŀƎǊŀƳκ{ƴŀǇŎƘŀǘΧέ









Social Media & Dating Websites



Exploiting Social Media

* Gather information on the victim
* Location

* Plans

* Communicate
* tƻǎǘ ƻƴ ǾƛŎǘƛƳΩǎ ǇŀƎŜ

* tƻǎǘ ŀōƻǳǘ ǘƘŜ ǾƛŎǘƛƳ ƻƴ ǘƘŜƛǊ ƻǿƴ ƻǊ ƻǘƘŜǊΩǎ ǇŀƎŜǎ

* Create fake sites/Impersonation



Portals for Law Enforcement

https://less.snapchat.com



Facebook Documentation
* Capture and save screenshots (PrntScrn)

*{ƻƳŜ ǎƛǘŜǎ ƻŦŦŜǊ ŀ άŘƻǿƴƭƻŀŘ ȅƻǳǊ ƛƴŦƻǊƳŀǘƛƻƴέ 
service in account settings





Search.org



Nonconsensual Image Distribution







Resources for Non-Consensual 
Distribution of Intimate Images

Cyberrightsproject.com

Cybercivilrights.org  
For victims: 1-844-878-CCRI

Cagoldberglaw.com

Dmcadefender.com

Copybyte.com



Smart Devices







Public Data



CƛƴŘ ¸ƻǳǊǎŜƭŦΧ

* FastPeopleSearch.com

* TruePeopleSearch.com

* PeopleSearchNow.com



Internet Privacy Handbook

* https://safeshepherd.com/handboo
k/privacy-basics



Responding to Stalking through 
Technology



Technology & Stalking: Big Picture

* Believe victims. Offenders can misuse technology a 
variety of creative ways to access, contact, and monitor 
their victims.

* This technology is out there ςŀƴŘ ƛǘΩǎ Ŝŀǎȅ ǘƻ ǳǎŜΦ 
hŦŦŜƴŘŜǊǎ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ōŜ ǇŀǊǘƛŎǳƭŀǊƭȅ άǘŜŎƘ ǎŀǾǾȅέ ǘƻ 
terrorize victims through technology.

* Build knowledge on privacy/sharing settings across 
applications and devices. Sharing settings/defaults are 
often not intuitive.

* Ask specific questions about offender contact and 
knowledge. This can better help you collect evidence 
and safety plan.

* Consider both evidence preservation and victim 
safety. See if the victim has access to a safer device. 

* Charge relevant technology-related crimes (when 
appropriate and applicable).







www.aequitasresource.org







Search.org



For Victims


