elderty
Exploltation

* Joey Thacker



* Exploitation means taking

advantage of an elderly or
disabled person’s
vulnerability to deprive

What is them of their rights.
Exploitation? « This person may be
physically,

psychologically, socially,
economically, or

culturally vulnerable.



Types of
Elderly
Exploitation

*Investment schemes

* Tech support fraud

* Romance scams

* mpersonation scams
* Caregiver exploitation
* Abuse



Investment
Schemes

: In this scheme, operators pay "returns” to
earlier investors using money from new Investors, rather
than actual profits. The underlym% investment often
doesn't exist, and the scheme collapses when the flow of
new money slows. (Bernie Madoff)

: Participants make money primarily by
recruiting new members not by selling legitimate products
or services. These schemes require an exponential
Increase in participants and are unsustainable in the long
term. (Vemma Energy/Weight Loss Drinks)



Presenter Notes
Presentation Notes

The Largest in History: Bernie Madoff (2008) 
Perhaps the most infamous modern example, Bernie Madoff orchestrated a multi-decade Ponzi scheme that defrauded thousands of investors out of an estimated $65 billion (paper value). 
The Illusion: Madoff, a respected Wall Street figure and former Nasdaq chairman, claimed to use a sophisticated "split-strike conversion" strategy to generate consistent, low-risk returns, even during market downturns.
The Reality: The trading was entirely fake. Investor money was deposited into a single bank account and used to pay other investors and fund Madoff's extravagant lifestyle.
The Collapse: The scheme collapsed during the 2008 financial crisis when an avalanche of withdrawal requests ($7 billion) could not be met with the minimal funds actually in the bank account

Vemma
In August of 2015 the FTC alleged that Vemma, producer of energy and weight loss drinks, was operating a pyramid scheme that offered greater rewards for recruiting new members than it did for selling product.
New members, usually college students and other young people who were promised high compensation, had to pay $600 for starter packs and hundreds more for monthly product. As a result, according to the FTC, most participants lost money.
In fact, 93% of Vemma distributors earned less than $6,169 annually according to 2013 publicly available data.



Tech Support
Fraud

: Ascammer calls you, claiming to
be from a company like Microsoft or your internet provider,
and says they have detected a problem with your
computer.

: They might trick you into downloading software
that is actually malware or spyware.

. A fake, alarming pop-up appears on your
screen, often with loud sounds, claiming your computer is
Infected with a virus and directing you to call a phone
number.




* [n romance scams, a criminal

Romance uses a fakef?nline idergjtity to arin
a victim's affection and trust. The
Scams scammer then uses the illusion of

a romantic or close relationship
to manipulate and/or steal from
the victim.

e Scammers often claim to be
abroad, military, orin a crisis to
gain trust and ask for money for
emergencies, investments, or
travel.




* Quick, strong professions of love
(fate)

* Asking to keep the relationship
secret from the rest of the family

* Asking for money for plane flights,
bus tickets for travel to see them

Wh at to fu?1ndcse ing trip after getting the

* Asking for funds via prepaid cards
I-OOk for'" or online currencies




Impersonation
Scams

: Scammers may pose as law enforcement or
government officials, claiming you owe fines, have unpaid taxes, or have
violated a law. They often threaten arrest or suspension of benefits unless
you pay immediately.

: Fraudsters might impersonate tech support, a
delivery company, or a bank, sending fake invoices for services you never
used or claiming there's a problem with your account. They may claim to

be from a specific company, like AlG or Geek Squad, to appear more
legitimate.

: Scammers contact an elderly individual claiming to
be a grandchild who needs funds for an matter.




Caregiver
Exploitation

: This is one of
the most common forms, involving the
illegal or improper use of an individual's
money, property, or assets.

Abruptly changing financial documents
like wills or a sudden transfer of assets to
a family member or someone outside the
family.

Forging signatures on checks or
documents, unauthorized withdrawals
from bank accounts, and using an
individual's identity to open new credit
accounts.

* Theft



Abuse

: This can involve
physical harm, or emotional torment through
threats, humiliation, and manipulation.

: This occurs when a caregiver fails to
provide for the basic needs of the person in their
care, such as food, shelter, medication, or medical
care, even when resources are available.




Local Trends * Jury Fraud
* Scammer requesting

* Scammer requesting or
similar payment platforms
(Hard to track)

* “I think if the elderly knew that
If they’re asked to get a gift
card, it’s a scam, then our
frauds would plummet.”
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Jury Fraud- Scammers contact person and claim that they missed jury service and have a bench warrant. They can “take care” the of the bench warrant by paying the fine via a QR code (if done over the internet) or if calling in person sending payment via pre-paid cards.


COMMONWEALTH OF VIRGINIA

IN THE GENERAL DISTRICT COURT
FOR THE CITY OF RICHMOMNI>

Case No: WA26-TR-273196 .....ccccovviiiniinianncnvienne e Judge: John Smith

NOTICE OF HEARING TRAFFIC VIOLATION

You are hereby notified that you are alleged to have committed the following
vinlation within Richmond, Virginia:
Violation: Parking Violation / Failure to Pay Electronic Toll
Authority: Virginia Code 8 46.2-819.3 and applicable local traffic ordinances
Related Authority: Virginia Code § 46,.2-1220 et seq.
It is alleged that the operator or registered owner of a motor vehicle commnitted a
violation related to parking repulations and/or failed 1o pay an assessed electronic toll
in accordance with applicable Virginia law and municipal traffic enforcerment regulations.
Y Oou st

Appear for a hearing on the date and time listed below; OR

— Resolve the matter by payvment of the assessed fine, toll, civil penaalty, and

authorized court costs prior to the hearing date.

= HEARIMNG LI CATION ———— = HEARIMNG DATE & TIME
Richmond General District Court March 17, 2026
400 MNorth 9th Street SO0 AM

Richmond, VA 23219
(B0) Bdo-6H6T

Scan the QR code

1o settle your unpaid balanee

Rl Sat

Clerk of the Coun

Richemond General Ditsirict Court)
it of Rickenand. Viroinia
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March 17 2026- Email that was received by me on my personal email and was blocked on my work email. The covered QR code would lead to a payment point that would be to a fraudulent account. John Smith is not a registered judge with the City of Richmond GDC.


+1(437) 991-8864

Text Message - SMS
Today 11:18 AM

~ UNITED STATES
P POSTAL SERVICE

Urgent Notice S
Please Check
Attachment

BRAQR

USR981.pdf
PDF Document - 16 KB

If you did not expect this message from an unknown sender, it may
be spam.

Report Spam
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Received on 3/25/26 via text massage. I did not follow link, but I assume that it would either gain access to my phone or ask for a payment via a fraudulent account. Number appears to be from a computer-generated number.




Presenter Notes
Presentation Notes
Story from Off. Cohen


* Many scams go underreported or not
reported at all.

* Only 1in 14 scams that target the

StatiStiCS d nd elderly are reported
Impact

* Elder financial exploitation costs older
adults over $30 billion annually.

* The trauma of abuse leads to an
accelerated deterioration of
physical/mental health and a higher risk
of premature death.


Presenter Notes
Presentation Notes
According to the DOJ


* Maintain regular contact with the
older adult through visits, phone
calls, and video chats to hel

What do we them feel safe and build trust and
no to help you spot changes.
do?"  Keep an eye on financial

transactions for unusual activity.
Set up alerts for account activity

* Make sure all computer anti-virus
and security software and
malware protections are up to
date. Use reputable anti-virus
software and firewalls



* Ensure legal documents like a
durable power of attorney and/or
What do we do? medical power of attorney are up-
to-date. Appoint a trusted contact
for accounts to provide a point of
contact for financial institutions.

* Be wary of caregivers or others
who discourage contact with
family, pressure financial
decisions, or ask for large sums of
money.



Things to do...

*Be supportive

*“Google” common scams with the family
member

e Show them this PowerPoint
*Set up account controls and notifications
e Multi-factor authentications



The Hard Talk...

* Having a talk with your elderly family member can be
difficult

* This requires empathy, regular, and non-
condescending conversation

* Focus on empowering them by explaining how scams
work

* Use facts over lectures to help explain the intricacies
of scams



What to talk about

*Red Flags

* Not trusting anyone over the internet
*Stop and Verify

*Common scams

*Support systems




Bad...







* Be caring and supportive

e Act Fast

If th e * Break Contact with scammer

 Contactth ial di
WOrST platform that you first met the
happens...

scammer on

* Change usernames and/or
passwords

* Notify Law Enforcement



Dr. Regina Koepp




Conclusion

* There are many ways that the elderly are
being targeted by scammers.

* Many of these scams are preying on the lack
of practical/technological knowledge of the
elderly.

* We can limit loss by educating the elderly on
the newest trends used by scammers.




Co-Response Coordinator/Law
Enforcement Liaison-NRVCS

QueSthnS? Off. Melissa Cohen

Police Officer-Narrows Police
Department



mailto:jthacker@nrvcs.org
mailto:mcohen@townofnarrows.org
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